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The NSS Group 
 
The NSS Group is the worldÕs foremost independent security testing facility. 
 
With British headquarters, and security and network infrastructure testing facilities in the 
South of France, The NSS Group offers a range of specialist IT, networking and security-
related services to vendors and end-user organisations world-wide.  
 
The NSS GroupÕs Security Testing Laboratories are available to vendors and end-
users for fully independent testing of networking, communications and security hardware 
and software.  
 
The NSS Group also operates certification schemes for vendors and certification bodies, 
and currently provides evaluation and certification of a wide range of security products, 
including Intrusion Prevention Systems (IPS), Intrusion Detection Systems (IDS), Secure 
Content Appliances (SCA), Unified Threat Management (UTM) systems, firewalls, VPNs, 
Web Application firewalls, cryptographic devices and PKI products. 
 
Output from the labs, including detailed research reports, articles and white papers on the 
latest network and security technologies, are made available on the NSS web site at 
http://www.nss.co.uk. 
 
The NSS Group awards are recognised world-wide as being the most desirable and 
essential when it comes to security products. Vendors consider the awards to be a crucial 
step in any security-related marketing campaign, whilst feedback from readers of the 
reports indicates that participation in an NSS Group test and/or one of the NSS Approved 
awards is a prerequisite for any security product in order to be considered for purchase. 
 
 
 

 
 

 
 



Assurent AssureLogic V5.0  

Page 1 

THE NSS WEB APPLICATION FIREWALL TEST 
The Web Application Firewall (WAF) works at the application layer Ð much 
higher than traditional solutions such as firewalls and IPS Ð to intercept all 
incoming and outgoing traffic to and from applications, validating and 
securing requests before they are allowed to pass through to back-end 
servers.  
 
These products understand the application logic, and have a detailed 
knowledge of the acceptable rules of engagement between the external 
client and the internal application server. They are thus capable of 
inspecting the content of each request and response and applying a 
complex set of rules in order to ensure that the client is not doing anything 
untoward. 
 
The Web Application Firewall is also designed to regulate each application 
to prevent manipulation and defacement, providing a safe environment for 
corporate data.  
 
As part of its extensive Web Application Firewall test methodology (see 
section on Testing Methodology later in this report for details) The NSS 
Group subjects each product to a brutal battery of tests that verify the 
stability and performance of each device tested, determine the accuracy 
and effectiveness of its security coverage, and ensure that the device will 
not block legitimate traffic.  
 
If a particular device has been designated as NSS Approved, 
customers can be confident that the device will not significantly 
impact network/host performance, cause network/host crashes, or 
otherwise block legitimate traffic.  
 
To assess the complex matrix of WAF performance and security 
requirements, the NSS Group has developed a specialised lab environment 
that is able to exercise every facet of a Web Application Firewall product.  
 
The test suite contains hundreds of individual tests that evaluate these 
products in three main areas: performance and reliability, security 
effectiveness, and usability. This thorough review should give readers a 
complete perspective of the capabilities, maturity and suitability of the 
products tested for their particular needs.  
 
It is worth pointing out that standards are very high, and not every 
product submitted for testing receives an NSS Approved award. 
 
The NSS Group WAF test methodologies have become the de facto 
standard for testing in-line WAF devices, and the NSS Approved logo is 
now an essential item on the list of requirements when purchasing these 
products 
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ASSURENT ASSURELOGIC V5.0 

Executive Summary 
AssureLogic is a software-based HTTP firewall which can operate either in 
stealth mode (attached to a SPAN port or tap), or in-line as a reverse proxy.   
 
Based on Apache running on a secure hardened version of Linux, it 
provides security for a single application hosted on a single content server, 
connected to a network via HTTP. This includes Web applications, WAP 
applications, XML applications, and so on. AssureLogic reinforces the 
HTTP protocol as defined in the Internet standards and applies a 
permissible-use policy that is specific to the application being protected, 
cancelling any attempt to defeat application security via incorrect requests 
or modifications to legitimate requests. 
 
Since it is provided as a software-only solution, it is the customerÕs 
responsibility to provide the hardware platform. Normally, Assurent 
personnel would install the secure OS and AssureLogic software on the 
supplied hardware, as well as provide support in defining security policies. 
 
AssureLogic is capable of determining the optimum security policy for a 
particular application via its Application Security Profiler (ASP), and the 
resulting policy proved to be very secure. Some additional configuration is 
usually required to fine tune the policy, however, and this is not for the faint-
hearted. 
 
Out of the box, performance is limited, as with all devices of this type, and 
the capacity of AssureLogic needs to be carefully matched to the capacity 
of the device it is protecting and the Internet ÒpipeÓ to which it is attached. 
However, given the right hardware platform, the software can be tuned to 
provide higher levels of performance. 
 
Overall, the level of protection offered is excellent, and the performance is 
more than adequate for most situations. We found the device to be very 
stable and reliable throughout our tests. 
 

Architecture 
The AssureLogic software-based Web Application Firewall consists of the 
following components: 
 

AssureLogic 

AssureLogic is a software-based enterprise application security system 
designed to deliver positive application security based on a complete 
business logic model defining permissible use of an Internet-facing 
application.  
 
Provided as a secure, hardened, Linux-based OS and an Apache-based 
reverse proxy application, the OS and software are normally installed on 
user-supplied hardware by Assurent personnel. Thus, although Assurent 
does not provide a complete turnkey appliance, the user would not normally 
be expected to perform the initial installation and configuration. The 
complete AssureLogic appliance can be deployed in either a stealth mode 
(connected to a switch SPAN port or network tap device) or in-line. 
 



Assurent AssureLogic V5.0  

Page 3 

AssureLogic is capable of deriving a complete understanding of the 
business logic of a software application. This understanding takes the form 
of a description of legitimate interactions between users and the application.    
AssureLogic is then able to detect and block any attempt to misuse or 
attack the application - any interactions that do not conform to the rule set 
of allowable interactions. This is intended to offer protection against both 
known and completely unknown new forms of attack.  
 
Current versions of AssureLogic protect web-based applications, including 
sites which use SSL security (i.e. both HTTP and HTTPS based sites).  
Future versions will extend this capability to Web Services applications 
based on SOAP, WSDL, UDDI, and XMLRPC.  
 
Hardware acceleration can be used for SSL processing and also for IPSec 
processing when IPSec is used for alert or log delivery. 
 
AssureLogic basically operates as a pure white list - all allowed URLs and 
access methods must be defined to the system, and everything else is 
denied.  
 
AssureLogic provides three main capabilities:  
 

Forensic Record Keeping 

AssureLogic provides granular evidence-quality record keeping of usersÕ 
interactions with designated elements of the business logic of an Internet-
facing application. Structured data collection includes the ability to record 
specific values posted to forms, session cookies, uploaded files, etc.  
 
Detailed transaction logs fully document the interaction between usersÕ 
browsers and the Web application. AssureLogic can be configured with 
different levels of record keeping for different areas of the application - for 
example, static portions of a web site may require only basic record 
keeping, while transactional pages may require more in-depth record 
keeping.  
 

Real-Time Misuse Detection 

AssureLogic operates with a rule base defining allowable interactions with 
the application it is protecting. It is then capable of generating real-time 
alerts (via enterprise security consoles or network management systems) to 
notify security administrators of application misuse (no blocking of traffic is 
performed).  
 
Misuse may include: session-hopping attacks, SQL injection attacks, OS 
command injection attacks, malformed transaction attacks, attempts to 
circumvent data validation, and so on, as well as attacks upon the Web 
server software supporting the application (e.g. Microsoft IIS, iPlanet Web 
Server, Apache, etc.)  
 
AssureLogic supports Generic Policies for Misuse Detection, and supports 
custom Misuse Detection configurations through FILTER and ACL 
functionality and the use of the TRAP feature.  
 

Active Security 

When deployed in Active Security mode, AssureLogic intercepts any 
browser requests to the Web application that do not satisfy the 
requirements of the configured application-level security policy.  
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With full active security enabled, when application misuse is detected 
AssureLogic can either reset the network connection to both client and 
server, or block non-conforming requests from ever reaching the application 
server. At the same time, it can return a configurable error message or an 
empty response.  
 
AssureLogic automatically protects against a broad variety of protocol-level 
attacks, including:  
 
¥ Malformed or invalid HTTP requests  
¥ Invalid HTTP methods  
¥ Invalid characters in query parameters  
¥ Invalid characters in form fields  
¥ Malformed POST body submissions  
¥ Excessively long HTTP elements  
¥ Mismatched headers and bodies  
¥ Incorrect content-length  
 
In addition, AssureLogic enforces the application-centric security policy. 
This policy may simply state what URLs exist as valid components of the 
application, or it can partially or fully describe every aspect of allowable 
interaction between the browser and the application. Every detail of HTTP-
based client-server transactions can be controlled, including:  
 
¥ User session integrity  
¥ Session cookie format  
¥ Allowed content-types  
¥ Allowed URL format  
¥ Whether file uploads are permitted, and to what area(s) of the 

application  
¥ Data validation rules for form fields  
¥ Maximum request size  
¥ Maximum length of the request (HTTP request line)  
¥ Allowed types of file uploads (e.g. allow only valid Excel worksheets to 

be uploaded)  
¥ Maximum number of permitted headers  
 
As with other modes, AssureLogic can be configured with different levels of 
control over different areas of the application - basic security protection for 
static portions of a web site, and in-depth data validation for transactional 
pages, for example. 
 
AssureLogic supports Generic Policies for Active Application Security, and 
supports custom Active Security configurations through the Application 
Profiling Engine, which is capable of deriving fully-detailed application 
security rules through observation of network traffic to the application. 
  
Active Security may be combined and used simultaneously with Real-time 
Misuse Detection and Forensic Record Keeping capabilities, and is 
available in both the Stealth and In-line deployment modes.  
 
When a request from a user is rejected by an Active Application Security 
policy, AssureLogic performs several protective actions:  
 
¥ Flush any remaining data on the userÕs connection - this protects 

against overflow attempts and protocol-level attacks  

¥ Terminate the userÕs connection - if a persistent HTTP connection was 
requested, this forces the TCP socket to close  
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¥ Terminate any persistent connection being maintained to the protected 
Web Server or Application server on behalf of the user  

¥ Display an administrator-defined error page to the user (in-line mode 
only)  

 

Application Profiling System (APS) 

A key component of the AssureLogic system is the Application Profiling 
System (APS). This performs application business logic modelling, 
providing the basis for AssureLogicÕs Forensic Record Keeping, Misuse 
Detection, and Active Security capabilities.  
 
AssureLogic APS is capable of deriving the application business logic 
profile from several sources, including observation of interactions over the 
network with the application, direct extraction from software design models, 
or XML-based application security profiles. 
 
Observation-based modelling is normally performed during the application 
QA cycle, and would not normally require any extension of the QA period.  
The typical QA test suite provides the ideal environment for AssureLogic 
APS to derive the application logic profile, normally over a period of several 
days. Upon completion of the acquisition and modelling processes, the 
application logic model is presented to the security administrator for 
verification, and may then be made active. 
 
Another feature of AssureLogic APS is the ability to extract the business 
logic model for application security purposes directly from the software 
application design documents, which may be produced in organisations that 
have implemented Model-Based Development.  
 
When minor updates are made to the application, it is often advantageous 
to update the application logic model in its XML-based format, since once a 
policy has been completed it is no longer possible to modify it within the 
APS. To facilitate this, the profile may be exported from AssureLogic APS 
and manipulated with standard XML tools. Alternatively, the security policy 
can be updated directly within AssureLogic Manager.  
 
The ability to re-run the APS on a part of an application and merge the 
changes back into the policy (incremental policy updates) will be included in 
the next release. 
 
A business logic profile generated by AssureLogic APS fully characterises 
interactions between users and an application, including:  
 
¥ Positive controls over all objects in the application ontology  

 URIs  
 Headers  
 Cookies  

¥ Names (min. length, max. length, format)  
¥ Values (min. length, max. length, format, numeric range)  

 Query strings  
¥ Names (min. length, max. length, format)  
¥ Values (min. length, max. length, format, numeric range)  

 Extra path info  
 HTTP versions  
 HTTP methods  
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 Form fields  
¥ Names (min. length, max. length, format)  
¥ Values (min. length, max. length, format, numeric range)  
¥ Encodings  
¥ File uploads  

 Message formats  
 Extensions  

¥ Application logic rules  
 Session integrity rules  
 Universal rules  
 Existential rules  

 

AssureLogic Manager 

AssureLogic Manager provides a secure (HTTPS) Web-based link to the 
AssureLogic appliance for management. The Web interface provides the 
means to configure all of the parameters used to manage AssureLogic. 
 
A simple two-tier architecture is employed, and policies are stored directly 
on the appliance - there is no separate management server available for 
AssureLogic (although the appliance is capable of external logging to 
syslog servers or any SNMP management platform, either in the clear or 
within secure IPSec tunnels).  
 
This means that by default, the Web GUI is intended to manage single 
devices, or small numbers of devices, and thus might not scale well in 
larger deployments. 
 

Security Effectiveness 
We installed one sensor in-line between our ÒinternalÓ and ÒexternalÓ 
networks - the AssureLogic code was installed on a dual-processor HP 
ProLiant DL360 server. This device was configured to protect one ÒinternalÓ 
Web server, and multiple policies were created using the Application 
Profiling System (APS) to protect the various Web site and applications 
used during our tests.  
 
Once generated by the APS, policies were tuned to remove false positive 
events.  
 
There was no need to perform any changes on any of our applications in 
order for AssureLogic to function, and a high degree of protection was 
provided by the APS-generated policies, although some additional 
configuration was required to ensure maximum coverage and eliminate 
false positives (bear in mind that a false positive case in AssureLogic 
denies traffic, since the product behaves as a white list). However, it should 
be pointed out that all learning and configuration was carried out during the 
first two days of the test period, a process which would normally take a 
significantly longer period of time to ensure complete coverage by APS. 
 
Having completed and applied the policies, most of the attempted attacks 
were blocked successfully with no further configuration. 
 
The regular expressions generated by the system were thorough, 
preventing all changes to field values following form submissions. Some 
additional manual configuration was required to ensure that SQL injection, 
Cross Site Scripting and directory traversal attacks were foiled. 
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The only FAIL conditions in the coverage test were an inability to strip out 
comments in source code, and an inability to prevent modification of cookie 
files stored on a hard drive. 
 
Interestingly although AssureLogic does not contain signatures or a typical 
IPS-type detection engine for common HTTP vulnerabilities, it still managed 
to detect and block all of the exploits we attempted (Test 1.1.31). This was 
achieved via the ability to block direct access to disallowed pages or files 
(including CMD.EXE and other critical system files) and the strict HTTP 
protocol enforcement capabilities. 
 
Overall, we were very impressed with the high level of protection provided 
once the system was correctly configured, even though fine tuning policies 
can be a labour-intensive process. It should also be noted that changes to 
an application following initial installation can require significant changes to 
the policy protecting it. This issue should be resolved in the next release, 
when incremental policy updates will be possible by re-running the APS on 
a part of an application and merging the changes back into the policy. 
 
Resistance to HTTP evasion/obfuscation techniques was excellent, with 
AssureLogic achieving a clean sweep across the board in our evasion tests. 
Every technique was detected and blocked effectively. 
 
Please refer to the Test Results section for full details of the 
methodology used and performance results. 
 

Performance 
The aim of this section is to verify that the device is capable of effectively 
supporting legitimate traffic, as well as detecting and blocking attacks, when 
subjected to increasing loads of traffic with varying packet sizes and HTTP 
response sizes.   
 
Note that since AssureLogic is designed to block all non-HTTP traffic by 
design, it was necessary to disable the AssureLogic engine to perform the 
UDP raw throughput and latency tests, which meant we were effectively 
testing the performance of the underlying hardware platform and the secure 
OS. As with all the performance tests, it should be noted that performance 
will vary depending on the hardware platform selected by the customer, 
since Assurent does not provide a turnkey appliance. 
 
UDP performance with a variety of packet sizes was poor with smaller 
packets (less than 256 bytes) and just acceptable at larger packet sizes 
when compared to a pure networking device. However, since this type of 
device is intended to sit in front of a single Web server, or small group of 
Web servers, its overall packet processing performance should be 
considered acceptable. The bottleneck with this type of device is always 
likely to be the CPU rather than the network performance. 
 
With pure HTTP traffic, and no security policies applied (actually, it was 
necessary to apply a single-rule Òallow allÓ security policy to perform these 
tests), the device could handle a maximum of around 1000 new 
connections per second across all response sizes and all packet sizes.  
 
Given that CPU usage on the appliance was typically in the region of 20-30 
per cent, and peaked at 55 per cent, this would appear to be a memory 
restriction on the size of the connection tracking table rather than a 
processing limitation.  
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Whilst this is hardly blistering performance, it is adequate for the overall 
performance levels of the device once security policies are applied, and 
especially bearing in mind that a single AssureLogic device protects only a 
single Web server and application at a time.  
 
Web Application firewalls generally are far more limited in their performance 
than other network-level IPS systems, since they normally have a much 
heavier processing overhead. In addition, given its intended deployment 
position in front of a single Web server, AssureLogicÕs only real requirement 
is to be able to outperform the server it protects in terms of connections per 
second and number of open connections supported.  
 
One a full security policy was applied, the range of results demonstrated 
within Section 4.1 were felt to be within acceptable limits for a device of this 
type. As a general guide, a 5KB response is generally held to be the 
average on the Internet and thus Test 4.1.4 is the closest approximation to 
the type of connection rates that could be sustained on a typical network. 
However, it should be noted that the performance figures were remarkably 
consistent across all the tests with varying response sizes. 
 
Note that we found the device could cope with short bursts of traffic well in 
excess of these figures - the only effect being a temporary increase in 
HTTP response times.  
 
Some reading this report may be alarmed at the apparently low figures 
reported during these tests. However, it is worth reiterating that this is NOT 
a network-level device, and its only requirement is to be able to outperform 
the Web server it protects and the Internet pipe to which it is protected.  
 
The default configuration is designed for a single- or dual-processor server 
with 2GB of RAM and ran well on the hardware supplied. The total thread 
count can be increased by a factor of 2.5 if 4GB of RAM is available, and on 
dual-processor hardware that would significantly increase performance. 
 
Apache (and therefore AssureLogic) processes connections across multiple 
threads which are distributed across multiple processes of finite lifetimes 
(for robustness, and to re-harvest memory from processes that grow over 
time). Apache Web servers using this model have been shown to service 
many thousands of requests per second, and since AssureLogic uses the 
same model it should also scale well as additional processing power is 
added (provided it is tuned accordingly). 
 
As with all Web Application firewalls, careful capacity planning is required 
on the part of the administrator.  
 
Basic latency figures were excellent with all packet sizes at traffic loads up 
to 500Mbps. Latencies ranged from 75! s with 250Mbps of 512 byte 
packets, to 115! s with 500Mbps of 512 byte packets. Latency was not 
affected significantly by packet size, but once the device was loaded above 
500Mbps we noted packet loss, at which point it was impossible to achieve 
accurate measurements. 
 
With layer 7 devices such as AssureLogic, microsecond latency is less of 
an issue than with network-level in-line devices such as Intrusion 
Prevention Systems. However, the latency figures seen here would put 
many IPS devices to shame, although it should be remembered that these 
figures will alter depending on the hardware platform selected. 
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Of more relevance are the HTTP response times, which were acceptable 
across all response sizes, and remarkably consistent no matter how much 
background traffic load was applied. Since CPU utilisation was always well 
within safe limits, HTTP response never suffered unduly. 
 
The AssureLogic appliance performed consistently and completely reliably 
throughout our tests. Under extended attack it continued to block 100 per 
cent of attack traffic, whilst passing 100 per cent of legitimate traffic.  
 
Exposing the sensor and management interfaces to an extended run of 
ISIC-generated traffic had no adverse effect, and the device continued to 
pass legitimate traffic whilst detecting and blocking all attacks throughout 
and following the ISIC attack. 
 
Please refer to the Testing Methodology section for full details of the 
methodology used and performance results. 
 

Usability 
This part of the test procedure consists of a qualitative evaluation of the 
features and capabilities of the product, and covers configuration, policy 
management, alert handling, and reporting and analysis. 
 

Configuration 

Configuration of the AssureLogic appliance is performed via the Web-based 
AssureLogic Manager interface over a secure HTTPS connection.  
 
The administrator logs in using one of the configured user accounts, and it 
is possible to log in to only one AssureLogic device at a time. There is no 
granular role-based access within AssureLogic - all user accounts are given 
full administrator access to the system.  
 
This clearly would not be suitable for a managed services environment, and 
we would like to see this extended to more of a role-based user access 
model, with different levels of access within each configuration (read only, 
log access only, full configuration rights, etc.), as well as the ability to define 
users independently of Configurations / Policies and assign multiple 
Configurations / Policies to each user. 
 
All configuration information is stored directly on the device being managed 
- there is no Òmiddle tierÓ centralised management server involved. This can 
work well with only a small number of devices to manage, but will not scale 
well in larger deployments.  
 
The device can be deployed in Òstealth modeÓ (passive tap) or in-line. Note 
that when in-line, the AssureLogic device is operating at layer 3 of the 
network, and so different network addresses are assigned to the internal 
and external interfaces. This is accomplished via the Network setup screen. 
 
The configuration editor parameters are divided in three sections: Global 
settings, Stealth Monitor settings and Access Control settings. The screen 
also provides a toolbar that facilitates opening, closing and saving a file, 
setting a checkpoint in the changes made, undoing recent changes or 
reverting to the saved version of the current working file.  
 
The global settings specify the basic operational parameters required, 
including the desired timeout for connections, SSL support, IP address and 
port, and hostname-based URL of the protected server, as well as the 
systemÕs administrator e-mail address for reporting purposes.  
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The Access Control section allows the administrator to set allow/deny 
restrictions to specific hosts or networks for management, and the VPN 
configuration screen allows the creation of a Virtual Private Network 
between the AssureLogic system and another system. VPN support is most 
useful for providing protection for outgoing log data or alerts, and can also 
be used to provide added security for Manager access.  
 
The separation of network-level configuration and security policy means 
that it is possible to apply identical policies to different AssureLogic devices 
which have been configured to protect different physical Web servers. In 
addition, it is also possible, once a basic configuration has been applied, to 
apply new policies without having to restart AssureLogic services, thus 
preventing interruption to normal traffic processing. 
 
For those who do not wish to rely only on checking the AssureLogic logs via 
the Web console, it is possible to use the Logging and Alerting screen to 
configure external syslog and SNMP servers. Log entries can be signed 
securely before being transmitted over the network. 
 
Finally, the error pages returned to the users who have their requests 
blocked by the AssureLogic appliance can be defined by the administrator 
using the Error Page Editor. 
 

Policy Management 

Some default ÒstandardÓ policies are provided as part of the system, but 
these can provide no more than basic protection (although much better than 
no protection at all). The real power of AssureLogic comes from defining 
custom policies for an HTTP application, but this is far from straightforward.  
 
Even the Assurent documentation acknowledges the difficulty in defining a 
comprehensive custom policy, but luckily there are some aids to hand. The 
first is that it would be rare for Assurent to sell an AssureLogic installation 
without some level of support, and the Assurent consultant will help define 
the required policy. 
 
The second is the Application Profiler mode of operation. In this mode, 
Assurent simply monitors all HTTP traffic passing through it and begins to 
ÒlearnÓ about normal traffic. The idea, therefore, is to switch the device into 
this mode and then start to exercise every facet of the application, testing 
every link and entering varying data into forms (including maximum and 
minimum values and all allowed data types) in order to teach AssureLogic 
what constitutes valid input.  
 
It is important also to do this using several different browsers, since 
AssureLogic can be very sensitive to differences in request header values. 
Note that this could typically be performed during the applicationÕs QA 
cycle, during which such extensive interaction would normally be 
performed. 
 
Once the profiling has finished, a policy will be generated automatically, and 
then the entire process needs to be repeated to fine tune the policy and 
remove any false positive scenarios. As you can appreciate, this is a very 
time consuming operation - it took the best part of two days to create 
profiles for two applications during the test, and there was considerable 
refinement to carry out after the initial policy creation.  
 
Unfortunately, once the policy has been tweaked significantly, in the current 
release it is not possible to go back and employ the Profiler again to make 
changes - perhaps if some new application logic were introduced or a new 
browser version released.  
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Instead, all such changes and additions must be made manually once the 
policy is in place. As mentioned previously, this will be addressed in the 
next release with incremental policy updates via the APS. 
 
One other area could cause some concern was the strictness of the policy 
towards browser versions, since APS will define exact matches for the 
User-Agent headers detected during the learning process. To get around 
this, it is possible to manually adjust the User-Agent rules in the policy or 
enable Universal Mode, which is far more forgiving towards browser 
idiosyncrasies. We were cautioned, however, that this mode is less secure 
and can also impose some performance penalties. 
 
The policy editor consists of a tabbed interface that allows the administrator 
to create a new policy or edit an existing one. By clicking on the different 
tabs, the interface provides access to Global Policy Settings, Global Limits 
settings, Request-Level Rules, Data Validation Rules, Session-Level Rules 
and the Log and Alert Policy.  
 
The screen also provides a quick-access toolbar that provides the ability to 
open, close and save a policy file, to set a checkpoint in the changes made, 
to undo changes or to revert to the saved version of the current working file.  
 
The Global Policy Settings tab sets a number of basic protection settings 
that apply to all traffic. Non-standard traffic can be blocked or allowed by 
clicking on the appropriate boxes, and this provides a single place to block 
obvious transgressions such as multiple-slash URIs, Unicode URIs, invalid 
protocol strings, unknown POST content types, and so on.  
 
The Global Limits Settings tab sets the maximum allowable size of each 
part of a request, such as maximum HTTP header size, maximum length of 
HTTP request, maximum length of HTTP body, and so on. These limits are 
then enforced on all traffic.  
 
Things get more interesting with the Request-Level Rules tab, which 
enables the creation of multiple filters for URIs. Regular expressions are 
used for the filter criteria, allowing the administrator to match on anything 
which can be contained in a URI - naturally, very powerful wildcards can be 
used. Each filter can have a Severity level assigned, and can have logging 
enabled or disabled. 
 
On matching a URI to the specified criteria, the filter action can be set to 
allow (always permitted), deny (always blocked) or validate the request. In 
the latter case, the request will be further processed by an ACL that is 
created in the Data Validation Rules section of the policy.  
 
Existing filters can be edited, re-arranged or deleted. For those who 
struggle with their regular expressions, the editor also provides one-click 
access to common patterns and a useful pattern-builder tool to facilitate 
creation of the URI regular expression to match.  
 
The Data Validation Rules section is used to create access control lists 
which are used as validation rules for a Request-Level Rule that has the 
Validate action set. The ACLÕs are constructed by setting fine-grained 
requirements to request methods, headers, GET fields, POST fields and 
cookies, once again using regular expressions.  
 
For example, ACLÕs can be created to ensure that a particular POST field 
only contains numeric characters, is entered in a specific format (i.e. for 
social security numbers or telephone numbers), or excludes specific 
characters (to prevent SQL injection attacks, command concatenations or 
directory traversals). 
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The Session-Level Rules provide AssureLogicÕs session tracking and 
enforcement capabilities. The administrator provides a session handle 
(session cookie name) and a desired absolute and idle timeout. The 
session instantiation points and session-required points are then set from 
the available URI patterns in each Request-Level rule. In this way, requests 
matching a session instantiation URI will start the session tracking 
mechanism and once that has been started all invalid or timed-out requests 
matching a session-require URI will be blocked. This feature also provides 
protection against cookie tampering attacks. 
 
AssureLogic provides fine-grained control of the logging activity for each 
policy via the Log and Alert Policy. The administrator can control the types 
of data that will be logged for each request, rejection, exception or trap as 
well as the default severity level for each log type. The default severity can 
be overridden if the severity for a specific matching request is set.  
 
Given the number and complexity of rules in a typical custom policy, it can 
often be difficult to determine exactly what is being protected, and how, by 
working through the policy editor screens.  
 
To make this verification process simpler, Assurent has provided the Policy 
Documentor. This is a valuable tool which displays the specified policy in 
human-readable format by converting rules to sentences that allow for 
easier and quicker policy-reviewing, understanding and documenting.  
 
Once a policy has been finalised it can be applied to the device via the Core 
Control screen of the AssureLogic Manager. If a policy is applied without 
changing the base configuration, there is no interruption in service, and 
existing sessions are maintained and completed.  
 
If a new configuration is applied, this often involves a change of networking 
information, and thus communications will be interrupted for a short period 
while the AssureLogic service is restarted. 
 
Note that only one policy can be applied at a time, meaning that only a 
single Web server and application can be protected per AssureLogic 
appliance. The next release will support multiple simultaneous policies, 
allowing more than one application to be supported on a single Web server. 
 

Alert Handling 

By default, all logging is to the local AssureLogic appliance, and log files 
can be examined in place via the Web GUI or downloaded to a local host 
for further processing. 
 
Note that there is no built-in real-time logging capability to the AssureLogic 
Web GUI, however, and therefore no real alert handling capabilities.  
 
If some form of Òreal-timeÓ alerting is required it is necessary to make use of 
the built in syslog or SNMP capabilities. 
 

Reporting and Analysis 

There are no reporting or analysis capabilities included with AssureLogic. 
The log data format has been designed for easy machine parsing for third-
party reporting tools. 
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Verdict 

Security Effectiveness 

There was no need to perform any changes on any of our applications in 
order for AssureLogic to function, and a high degree of protection was 
provided by the APS-generated policies, although some additional 
configuration was required to ensure maximum coverage.  
 
However, it should be pointed out that all learning and configuration was 
carried out during the first two days of the test period, a process which 
would normally take a significantly longer period of time to ensure complete 
coverage by APS. 
 
Having completed and applied the policies, most of attempted attacks were 
blocked successfully with no further configuration. 
 
The regular expressions generated by the system were thorough, 
preventing all changes to field values following form submissions. Some 
additional manual configuration was required to ensure that SQL injection, 
Cross Site Scripting and directory traversal attacks were foiled. 
 
Note that AssureLogic behaves as a white list, requiring that all allowed 
URLs and processes are defined to the system. When configuration is 
proving difficult, the temptation might be to open the system wider than 
would normally be advised, a danger with all systems of this type.  
 
However, overall we were very impressed with the high level of protection 
provided once the system was correctly configured, even though fine tuning 
policies can be a labour-intensive process.  
 
It should also be noted that changes to an application follow initial 
installation can require significant changes to the policy protecting it. This 
will hopefully be simplified in future releases. 
 

Performance 

Raw packet processing performance was acceptable at most packet sizes, 
and latency was excellent providing the device was not subjected to more 
than 500Mbps of traffic. 
 
With pure HTTP traffic, and no security policies applied, the device could 
handle a maximum of around 1000 new connections per second across all 
response sizes and all packet sizes. CPU utilisation was low throughout 
these tests. 
 
Whilst this is hardly blistering performance, it is adequate for the overall 
performance levels of the device once security policies are applied, and 
especially bearing in mind that a single AssureLogic device protects only a 
single Web server and application at a time.  
 
Once a full security policy was applied, the range of results were felt to be 
within acceptable limits for a device of this type, and the performance 
figures were remarkably consistent across all the tests with varying 
response sizes. 
 
Some reading this report may be alarmed at the apparently low figures 
reported during these tests. However, it is worth reiterating that this is NOT 
a network-level device, and its only requirement is to be able to outperform 
the Web server it protects and the Internet pipe to which it is protected.  
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The default configuration is designed for a single- or dual-processor server 
with 2GB of RAM and ran well on the hardware supplied. The total thread 
count can be increased by a factor of 2.5 if 4GB of RAM is available, and on 
dual-processor hardware that would significantly increase performance. 
 
Based on the Apache architecture, AssureLogic should scale well as 
additional processing power is added. As with all Web Application firewalls, 
careful capacity planning is required on the part of the administrator.  
 
 

Usability 

The AssureLogic Manager Web interface is extremely easy to use, making 
all the day to day tasks - such as configuration, policy definition and 
deployment, and so on - very straightforward.  
 
The Application Profiling System (APS) is very easy to use, and the results 
are excellent. However, further tuning of the system will be a challenge for 
those not well versed in regular expression syntax. The Policy Documentor 
provides a useful form of reference for the administrator in determining the 
contents of the policy without having to wade through numerous editing 
screens.  
 
One frustration we did note, however, was that whenever there is an error 
in the policy during editing, the system does not identify the specific line or 
rule causing the problem. Where the administrator has created duplicate 
rules by mistake, this can take some time to troubleshoot. 
 
There is no central management server, and no easy way to create multiple 
policies for separate devices and deploy them from a single console. Export 
and import capabilities do allow policies to be transferred between 
appliances, but this still does not scale well in large deployments. 
 
Alert handling capabilities are non-existent within the main AssureLogic 
Manager, and the administrator has to resort to wading through huge text-
based log files or gathering alerts via external syslog servers. In addition, 
there is nothing in the way of management reporting and analysis, although 
the alert and log formats are designed for easy machine parsing (e.g. using 
Excel or Crystal Reports). 
 
It could be argued that the Web interface currently does everything that it 
needs to in order to make AssureLogic an effective security tool, but there 
is definitely considerable room for improvement in the areas of alerting and 
reporting. Assurent tell us they are working on these issues, and we expect 
the next release to be enhanced significantly. 
 
None of this affects the overall ability of AssureLogic to perform its allotted 
tasks, however - as a Web Application Firewall, AssureLogic does an 
excellent job. 
 

Overall 

Due to the good security coverage and consistent performance, 
AssureLogic V5.0 has been awarded NSS Approved as a Web 
Application Firewall (WAF).  
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TEST RESULTS 
The aim of this procedure is to provide a thorough test of all the main 
components of a Web Application Firewall (WAF) device in a controlled and 
repeatable manner and in the most Òreal worldÓ environment that can be 
simulated in a test lab. 
 

Testing Methodology 
The network is 100/1000Mbit Ethernet with CAT 5e cabling and multiple 
Cisco Catalyst 6500-series switches (these have a mix of fibre and copper 
Gigabit interfaces). All devices are expected to be provided as appliances - 
if software-only, the supplier pre-installs the software on the recommended 
hardware platform. The sensor is configured as an in-line device during 
testing (if possible). There is no firewall protecting the target subnet. 
 
Traffic generation equipment - such as the machines generating exploits, 
Spirent Avalanche and Spirent Smartbits transmit port - is connected to the 
ÒexternalÓ network, whilst the ÒreceivingÓ equipment - such as the ÒtargetÓ 
hosts for the exploits, Spirent Reflector and Spirent Smartbits receive port - 
is connected to the internal network.  
 
The Device Under Test (DUT) is connected between two ÒgatewayÓ 
switches - one at the edge of the external network, and one at the edge of 
the external network. All ÒnormalÓ network traffic, background load traffic 
and exploit traffic will therefore be transmitted through the DUT, from 
external to internal.  
 
The same traffic is mirrored to a single SPAN port of the external gateway 
switch, to which an Adtech network monitoring device is connected. The 
Adtech AX/4000 monitors the same mirrored traffic to ensure that the total 
amount of traffic per in-line port pair never exceeds 1Gbps. This test will 
verify performance up to a maximum of 1Gbps, using one in-line port 
pair.  
 
The management interface is used to connect the appliance to the 
management console on a private subnet. This ensures that the sensor and 
console can communicate even when the target subnet is subjected to 
heavy loads, in addition to preventing attacks on the console itself.  
 

Section 1 Ð Detection Engine 
The aim of this section is to verify that the sensor is capable of detecting 
and blocking a wide range of common attacks accurately, whilst remaining 
resistant to false positives. All tests in this section are completed with no 
background network load.  
 

Test 1.1 - Attack Recognition 

Whilst it is not possible to validate completely the entire range of attacks 
which can be detected by any sensor, this test attempts to demonstrate 
how accurately the sensor detects and blocks a wide range of common 
attacks as detailed in the Open Web Application Security Project (OWASP) 
Top Ten Most Critical Web Application Security Vulnerabilities 
(www.owasp.org).  
 
All attacks are run with no load on the network and are not subjected to any 
evasion techniques.  
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To demonstrate these vulnerabilities and provide a vulnerable application 
for the device to protect, we use a mixture of applications developed in-
house specifically for this test, and the WebGoat application.  
 
WebGoat is a full J2EE web application designed to teach web application 
security lessons, and is available from the OWASP Web site. Most of the 
tests we devised for this methodology can be simulated or approximated 
using WebGoat. 
 
The attack suite contains over 30 basic attacks (plus variants) covering the 
following areas: 
 
Test ID Attack Category Test Description 

1.1.1 Buffer Overflows Attempt to overflow input field on form 
1.1.2 Hidden Field Tampering Change price in hidden field after SUBMIT 
1.1.3 Cross Site Scripting (GET) Attempt to display document cookie via script in 

URL 
1.1.4 
 

Cross Site Scripting (POST) Enter script in input field on e-mail submission 
form  

1.1.5 
 

Parameter tampering Alter target e-mail address on e-mail submission 
form after SUBMIT 

1.1.6 
 

Buffer Overflows Restrict size of message returned in e-mail 
submission form 

1.1.7 
 

Input Validation Change validated values after SUBMIT (product 
should enforce same field validation) 

1.1.8 
 

Injection Flaws Enter ..\..\..\<filename> when selecting from list 
of files on-screen 

1.1.9 Broken Authentication Remove parameter field after SUBMIT 
1.1.10 Broken Authentication Change USER or ROLE after submit 
1.1.11 Cookie Poisoning Add AuthCookie=******** to Cookie: Header 
1.1.12 Cookie Poisoning Modify Cookie after SUBMIT 
1.1.13 
 

Cookie Poisoning Modify Cookie file after it has been stored on 
local hard drive 

1.1.14 Cross Site Scripting (POST) Enter script in message field on guestbook form 
1.1.15 Cross Site Scripting (POST) Enter script in USER field on guestbook form 
1.1.16 Injection Flaws Attempt local directory listing (concatenate OS 

commands when accessing local OS) 
1.1.17 SQL Injection Attempt to list all entries of database - enter SQL 

commands in URL 
1.1.18 SQL Injection Attempt to list all entries of database - enter SQL 

commands in input field 
1.1.19 Broken Authentication Remove PASSWORD field after SUBMIT (fail-

open authentication) 
1.1.20 Invalid request Attempt a non-HTTP connection or chunked 

request 
1.1.21 Invalid Request Attempt a disallowed method (HEAD instead of 

GET) 
1.1.22 Invalid Request Enter invalid server ID in HTTP/1.1 HOST 

header field 
1.1.23 Invalid Request Submit request containing shell code 
1.1.24 Forceful Browsing Attempt to access disallowed Web page directly 
1.1.25 Forceful Browsing Attempt to access ÒsampleÓ Web site directly 
1.1.26 Forceful Browsing Attempt to subvert application flow - change 

STEP number directly in URL 
1.1.27 Forceful Browsing Attempt to subvert application flow - change 

STEP number after SUBMIT 
1.1.28 Parameter Tampering Change submitted parameter directly in URL 
1.1.29 Information Disclosure Filter/replace server banners 
1.1.30 Information Disclosure Strip comments from HTML/Java code 
1.1.31 Common Exploits Attempt common HTTP exploits (test-cgi, PHF, 

etc.) 
 
Each of these attacks are proven to be effective against the back-end 
applications, and we expect the device under test to prevent all of them and 
raise appropriate alerts.  
 
Tuning of the application policy and/or signatures is allowed in order to 
ensure that the device is able to protect the application completely. 
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Section 2 Ð Evasion 
The aim of this section is to verify that the sensor is capable of detecting 
and blocking basic HTTP attacks when subjected to varying common 
evasion techniques. 
 

Test 2.1 - URL Obfuscation 

A number of common HTTP exploits are launched whilst applying various 
URL obfuscation techniques made popular by the Whisker Web server 
vulnerability scanner, including: 
 
Test ID Test Description 

2.1.1 URL encoding 
2.1.2 /./ directory insertion 
2.1.3 Premature URL ending 
2.1.4 Long URL 
2.1.5 Fake parameter 
2.1.6 TAB separation 
2.1.7 Case sensitivity 
2.1.8 Windows \ delimiter 
2.1.9 Session splicing 

 
For each of the evasion techniques, we note if (i) the attempted attack is 
blocked successfully, (ii) the attempted attack is detected and an alert 
raised in any form, and (iii) if the exploit is successfully ÒdecodedÓ to 
provide an accurate alert relating to the original exploit, rather than alerting 
purely on anomalous traffic detected as a result of the evasion technique 
itself. 

 

Section 3 Ð Performance Under Load (No Security 
Policies Applied) 

The aim of this section is to verify the maximum raw processing 
performance of the sensor. This is achieved by measuring packet 
processing performance and HTTP performance with no security policies 
applied. 
 

Test 3.1 - UDP Traffic To Random Valid Ports 

This test uses UDP packets of varying sizes generated by a SmartBits 
SMB6000 with LAN-3301A 10/100/1000Mbps TeraMetrics cards installed.  
 
A constant stream of the appropriate mix of packets - with variable source 
IP addresses and ports transmitting to a single fixed IP address/port - is 
transmitted through the sensor (bi-directionally, maximum of 1Gbps). Each 
packet contains dummy data, and is targeted at a valid port (not port 80) on 
a valid IP address on the target subnet.  
 
The percentage load and packets per second (pps) figures are verified by 
the Adtech Gigabit network monitoring tool before each test begins. Multiple 
tests are run and averages taken where necessary.  
 
This traffic does not attempt to simulate any form of Òreal worldÓ network 
condition. The aim of this test is purely to determine the raw packet 
processing capability of the sensor, and its effectiveness at passing 
ÒuselessÓ packets quickly in order to pass potential attack packets to the 
detection engine. 
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Test ID Test Description 

3.1.1 256 byte packets  - maximum 452,000 packets  per second 

This test measures packet processing performance under the most extreme 
conditions for a Web Application Firewall - it is unlikely that any real-life HTTP 
server will ever be expected to handle network loads of over 450,000 256-byte 
packets per second. Repeated with 250Mbps, 500Mbps, 750Mbps and 
1000Mbps of background traffic 

3.1.2 512 byte packets  - maximum 235,000 packets  per second 

This test has been included to provide a comparison with our Òreal worldÓ packet 
mixes, since the average packet size is similar. No sessions are created during 
this test, however, and there should be nothing for the detection engine to do in 
the way of protocol analysis. This test provides a reasonable indication of the 
ability of a device to process packets from the wire on an ÒaverageÓ network. 
Repeated with 250Mbps, 500Mbps, 750Mbps and 1000Mbps of background 
traffic 

3.1.3 1024 byte packets  - maximum 120,000 packets  per second 

This test demonstrates the ability of the device to process large packets. This 
provides the easiest environment for the device under test - beware of test 
results that only quote performance figures using similar (or larger) packet sizes. 
Repeated with 250Mbps, 500Mbps, 750Mbps and 1000Mbps of background 
traffic 

 

Test 3.2 - Maximum Capacity HTTP Traffic 

The use of multiple Spirent Communications Avalanche 2500 and 
Reflector 2500 devices allows us to create true Òreal worldÓ traffic at 
speeds of up to 4.2 Gbps as a background load for our tests. Our 
Avalanche configuration is capable of simulating over 5 million users, with 
over 5 million concurrent sessions, and over 200,000 HTTP requests per 
second.  
 
By creating genuine session-based traffic with varying session lengths, this 
provides a test environment that is as close to Òreal worldÓ as it is possible 
to achieve in a lab environment, whilst ensuring absolute accuracy and 
repeatability. The aim of this test is to stress the HTTP detection engine to 
determine the maximum capacity (connections per second and Mbits per 
second) at varying packet sizes and using varying sizes of HTTP response.  
 
Each transaction consists of a single HTTP GET request (thus connections 
per second = transactions per second in all these tests) and there are no 
transaction delays (i.e. the Web server responds immediately to all 
requests). All packets contain valid payload (a mix of binary and ASCII 
objects) and address data, though there are no embedded links to other 
pages or elements which need to be defined within a security context.  
 
This test provides an excellent representation of a live network (albeit one 
biased towards ÒsterileÓ HTTP traffic) at various network loads. 
 
Test ID Test Description 

3.2.1 1000 byte packets  - 44KByte response (31 packets  per transaction) 

3.2.2 550 byte packets  - 22KBytes response (37 packets  per transaction) 

3.2.3 440 byte packets  - 11KBytes response (19 packets  per transaction) 

3.2.4 360 byte packets  - 5KBytes response (9 packets  per transaction) 

3.2.5 285 byte packets  - 2KBytes response (4 packets  per transaction) 
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Section 4 Ð Performance Under Load (Security Policies 
Applied) 

The aim of this section is to verify the ability of the sensor to handle varying 
loads of HTTP traffic whilst being expected to insect the contents of that 
traffic according to the security policies applied.  
 

Test 4.1 - Standard Spirent Avalanche Traffic 

The default traffic generated by the Spirent Avalanche/Reflector devices is 
very realistic and provides for very repeatable tests. However, it is also very 
ÒsterileÓ inasmuch as it does not contain a variety of elements which must 
be inspected and acted upon by the device under test. 
 
These tests, therefore, are expected to provide the best results under all 
test conditions. 
 
Test ID Test Description 

4.1.1 1000 byte packets  - 44KBytes response 

Although the packet size is large for this test, so is the response size. This 
represents a worst-case scenario for the device under test due to the amount of 
data that is returned for each transaction, all of which needs to be inspected 

4.1.2 550 byte packets  - 22KBytes response 

With smaller packets sizes than the previous test, the response size is still large 
enough to cause problems for the device under test. 

4.1.3 440 byte packets  - 11KBytes response 

This test demonstrates a good average packet size and response size 

4.1.4 360 byte packets  - 5KBytes response  

This test demonstrates a good average packet size and response size 

4.1.5 285 byte packets  - 2KBytes response  

With very small packets and the smallest of the response sizes, this test is a 
best-case scenario for the device under test 

 

Test 4.2 - NSS Home Page Only - No Images 

In order to introduce a realistic workload for the device under test, we 
switch out the Spirent Reflector and replace with a high-specification Web 
server running IIS and containing a copy of the NSS Group Web site. The 
dual-processor Dell PowerEdge 1750 server is capable of 1Gbps 
throughput so as not to act as a bottleneck for the device under test. 
 
Test ID Test Description 

4.2.1 440 byte packets  - 11KBytes response 

As with the tests in Section 4.1, each transaction consists of a single page. In 
this case the page is the home page of the NSS Group Web site. This page is 
11Kbytes in size, and contains a total of 24 embedded objects and links to other 
pages which may be of interest to any Web Application FirewallÕs inspection 
process. This test represents a worst-case Òreal worldÓ scenario for the device 
under test. 

 

Test 4.3 - NSS Home Page + Ten Associated Images 

The aim of this test is the same as for Test 4.2.1, but this time we add a 
number of images to the transaction.  
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This is intended to provide a more realistic - and easier - test scenario for 
the device under test since it does not have to inspect or process the image 
data, and thus although the transaction response size is greater, the 
processing overhead is lower than the previous test.  
 
It is not often that the device under test will be faced with a high load of 
transactions which consist purely of HTML or application code which all 
needs to be inspected and processed - most Web pages contain a mixture 
of data types. Thus, this test is intended to replicate a typical Òreal worldÓ 
situation. 
 
Test ID Test Description 

4.3.1 360 byte packets  - 42KBytes response 

In this test each transaction consists of a single HTML page along with ten 
associated GIF/JPG images. As with Test 4.2.1, the page is the home page of 
the NSS Group Web site. This page is 11Kbytes in size, and contains a total of 
24 embedded objects and links to other pages which may be of interest to any 
Web Application FirewallÕs inspection process. The transaction also contains a 
total of 31KB of images which do not need to be inspected or processed by the 
device under test. 

 

Test 4.4 - Maximum Open Connections 

It is important that the device under test cannot only support a sufficiently 
high rate of connection set-up and tear-down, but that is can also support a 
sufficiently large number of simultaneous connections. This test determines 
its maximum capacity. 
 
Test ID Test Description 

4.4.1 Maximum Open Connections 

In this test the Spirent Avalanche is set to continually open HTTP connections 
with the Reflector. The Reflector is set to implement a delay on each transaction, 
thus ensuring that transactions remain open for a significant period of time 
(typical of a real world situation). The Avalanche is monitored and the point 
where transactions begin to fail is noted. Once the exact point of failure has 
been determined, the test is run for several hours with that number of 
transactions held open throughout. 

 

Section 5 Ð Latency & User Response Times 
The aim of this section is to determine the effect the sensor has on the 
traffic passing through it under various load conditions.  
 
Should a device impose an unacceptably high degree of latency on the 
packets passing through it, a network or security administrator would need 
to think carefully before installing such a device in front of a high capacity 
Web server or server farm. 
 

Test 5.1 - Latency 

We use Spirent SmartFlow software and The SmartBits SMB6000 with 
Gigabit TeraMetrics cards to create multiple traffic flows through the 
appliance and measure the basic throughput, packet loss, and latency 
through the sensor.  
 
This test - whilst not indicative of real-life network traffic - provides an 
indication of how much the sensor affects the traffic flow through it. This 
data is particularly useful for network administrators who need to gauge the 
effect of any form of in-line device which is likely to be placed at critical 
points within the corporate network.  
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SmartFlow runs through several iterations of the test varying the traffic load 
from 250Mbps to 1Gbps bi-directionally (or up to the maximum rated 
throughput of the device should this be less than 1Gbps) in steps of 
250Mbps. This is repeated for a range of packet sizes (256 bytes, 512 
bytes and 1024 bytes) of UDP traffic with variable IP addresses and ports. 
At each iteration of the test, SmartFlow records the number of packets 
dropped, together with average and maximum latency. 
 
Test ID Test Description 

5.1.1 Device latency with no background traff ic 

SmartFlow traffic is passed across the infrastructure switches and through the 
device (the latency of the basic infrastructure is known and is constant 
throughout the tests). The packet loss and average latency are recorded at each 
packet size and each load level from 250Mbps to 1Gbps (in 250Mbps steps) 

 

Section 6 Ð Stability & Reliability 
These tests attempt to verify the stability of the device under test under 
various extreme conditions.  
 
Long term stability is particularly important for an in-line protection device, 
where failure can produce network outages. 
 
Test ID Test Description 

6.1.1 Blocking Under Extended Attack 

For this test, we expose the external interface of the device to a constant stream 
of alerts over an extended period of time - this is intended to provide an 
indication of the effectiveness of both the blocking and alert handling 
mechanisms. A continuous stream of exploits mixed with some legitimate 
sessions is transmitted through the device for 8 hours with no additional 
background traffic. This is not intended as a stress test in terms of traffic load - 
merely a reliability test in terms of consistency of blocking performance.  

The device is expected to remain operational and stable throughout this test, 
and to block 100 per cent of recognisable attacks, raising an alert for each. 
Results are presented as a percentage of attacks blocked. If any recognisable 
attacks are passed - caused by either the volume of traffic or the sensor failing 
open for any reason - this will result in a FAIL 

6.1.2 Passing Legitimate Traff ic Under Extended Attack 

This test is identical to 6.1.1, where we expose the external interface of the 
device to a constant stream of alerts over an extended period of time. The 
device is expected to remain operational and stable throughout this test, and to 
pass 100 per cent of legitimate traffic. Results are presented as a percentage of 
legitimate sessions allowed to pass. If any legitimate traffic is blocked - caused 
by either the volume of traffic or the sensor failing closed for any reason - this 
will result in a FAIL. 

6.1.3 ISIC/ESIC/TCPSIC/UDPSIC/ICMPSIC 

This test attempts to stress the protocol stack of the device under test by 
exposing it to traffic from the ISIC test tool. The ISIC test tool host is connected 
to the external network, and the ISIC target is on the internal network. ISIC traffic 
is transmitted through the sensor and the effects noted.  

Traffic load is a maximum of 350Mbps and 60,000 packets per second (average 
packet size is 690 bytes). Results are presented as a simple PASS/FAIL - the 
device is expected to remain operational and capable of detecting and blocking 
exploits throughout the test to attain a PASS. 

 

Section 7 Ð Management and Configuration 
The aim of this section is to determine the features of the management 
system, together with the ability of the management port on the device 
under test to resist attack. 
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Test 7.1 - Management Port 

Clearly the ability to manage the alert data collected by the sensor is a 
critical part of any firewall system. For this reason, an attacker could decide 
that it is more effective to attack the management interface of the device 
than the detection interface. 
 
Given access to the management network, this interface is often more 
visible and more easily subverted than the detection interface, and with the 
management interface disabled, the administrator has no means of knowing 
his network is under attack. 
 
Test ID Test Description 

7.1.1 Open ports  

We will scan the open ports and active services on the management interface 
and report on known vulnerabilities. 

7.1.2 ISIC/ESIC/TCPSIC/UDPSIC/ICMPSIC 

This test attempts to stress the protocol stack of the management interface of 
the device under test by exposing it to traffic from the ISIC test tool. The ISIC 
test tool host is connected directly to the management interface of the IPS 
sensor, and that interface is also the target. ISIC traffic is transmitted to the 
management interface of the IPS device and the effects noted. 

Traffic load is a maximum of 350Mbps and 60,000 packets per second (average 
packet size is 690 bytes). Results are presented as a simple PASS/FAIL - the 
device is expected to remain (a) operational and capable of detecting and 
blocking exploits, and (b) capable of communicating in both directions with the 
management server/console throughout the test to attain a PASS. 
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Assurent AssureLogic V5.0 Test Results 

Section 1 - Detection Engine 
Test 1.1 - Attack Recognition 

Test ID Attack Category Description Custom? Pass/Fail 

1.1.1 Buffer Overflows Attempt to overflow input field on form YES PASS 

1.1.2 Hidden Field Tampering Change price in hidden field after SUBMIT YES PASS 

1.1.3 Cross Site Scripting (GET) Attempt to display document cookie via script in 
URL 

YES PASS 

1.1.4 Cross Site Scripting (POST) Enter script in input field on e-mail submission 
form  

YES PASS 

1.1.5 Parameter tampering Alter target e-mail address on e-mail submission 
form after SUBMIT 

YES PASS 

1.1.6 Buffer Overflows Restrict size of message returned in e-mail 
submission form 

YES PASS 

1.1.7 Input Validation Change validated values after SUBMIT (product 
should enforce same field validation) 

YES PASS 

1.1.8 Injection Flaws Enter ..\..\..\<filename> when selecting from list 
of files on-screen 

YES PASS 

1.1.9 Broken Authentication Remove parameter field after SUBMIT YES PASS 

1.1.10 Broken Authentication Change USER or ROLE after submit YES PASS 

1.1.11 Cookie Poisoning Add AuthCookie=******** to Cookie: Header YES PASS1 

1.1.12 Cookie Poisoning Modify Cookie after SUBMIT YES PASS1 

1.1.13 Cookie Poisoning Modify Cookie file after it has been stored on 
local hard drive 

N/A FAIL 

1.1.14 Cross Site Scripting (POST) Enter script in message field on guestbook form YES PASS 

1.1.15 Cross Site Scripting (POST) Enter script in USER field on guestbook form YES PASS 

1.1.16 Injection Flaws Attempt local directory listing (concatenate OS 
commands when accessing local OS) 

YES PASS 

1.1.17 SQL Injection Attempt to list all entries of database - enter 
SQL commands in URL 

YES PASS 

1.1.18 SQL Injection Attempt to list all entries of database - enter 
SQL commands in input field 

YES PASS 

1.1.19 Broken Authentication Remove PASSWORD field after SUBMIT (fail-
open authentication) 

YES PASS 

1.1.20 Invalid request Attempt a non-HTTP connection or chunked 
request 

YES PASS 

1.1.21 Invalid Request Attempt a disallowed method (HEAD instead of 
GET) 

YES PASS 

1.1.22 Invalid Request Enter invalid server ID in HTTP/1.1 HOST 
header field 

YES PASS 

1.1.23 Invalid Request Submit request containing shell code YES PASS 

1.1.24 Forceful Browsing Attempt to access disallowed Web page directly YES PASS 

1.1.25 Forceful Browsing Attempt to access ÒsampleÓ Web site directly YES PASS 

1.1.26 Forceful Browsing Attempt to subvert application flow - change 
STEP number directly in URL 

YES PASS 

1.1.27 Forceful Browsing Attempt to subvert application flow - change 
STEP number after SUBMIT 

YES PASS 

1.1.28 Parameter Tampering Change submitted parameter directly in URL YES PASS 

1.1.29 Information Disclosure Filter/replace server banners YES PASS2 

1.1.30 Information Disclosure Strip comments from HTML/Java code N/A FAIL 

1.1.31 Common Exploits Attempt common HTTP exploits (test-cgi, PHF, 
etc.) 

YES PASS3 

   Total 29/31 

 

Section 2 - Evasion Techniques 
Test 2.1 - URL Obfuscation 

Test ID Evasion Technique Detected? Decoded? Blocked? 

2.1.1 URL encoding YES NO YES 

2.1.2 /./ directory insertion YES NO YES 

2.1.3 Premature URL ending YES NO YES 

2.1.4 Long URL YES NO YES 

2.1.5 Fake parameter YES NO YES 

2.1.6 TAB separation YES NO YES 

2.1.7 Case sensitivity YES NO YES 

2.1.8 Windows \ delimiter YES NO YES 

2.1.9 Session splicing YES NO YES 

 Total 9 / 9 0 / 9 9 / 9 
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Section 3 - Performance Under Load - No Security Policy 
Test 3.1 - UDP traffic to random valid ports (not port 80) 

Test ID Packet size Max Packets per second (pps) Max throughput  

3.1.1 256 bytes 452,000pps 737Mbps 

3.1.2 512 bytes 235,000pps 760Mbps 

3.1.3 1024 bytes 120,000pps 791Mbps 

 
Test 3.2 - Maximum capacity HTTP traffic 

Test ID Packet 
Size 

(Bytes) 

Response 
size 

(Mbytes) 

Total no. 
response 
packets 

HTTP 
response 

(ms) 

Max conns 
per sec 

(cps) 

Max 
packets 
per sec 

Max 
throughput 

(Kbps) 

3.2.1 1000  44 31 400 1250 65249 470216 

3.2.2 550  22 37 400 1000 42787 183828 

3.2.3 440 11 19 400 999 25881 90130 

3.2.4 360 5 9 200 999 15958 44004 

3.2.5 285 2 4 1 999 10981 22666 

 

Section 4 - Performance Under Load - Security Policy Applied 

Test 4.1 - Standard Spirent Avalanche Traffic 

Test ID 1000 byte packets - 44KByte response 25% 50% 75% Max 

Connections Per Second (cps) 130 250 380 500 

HTTP response time per transaction (ms) 400 400 400 400 

 

4.1.1 

Throughput (Mbps) 50 100 150 200 

 
Test ID 550 byte packets - 22KByte response 25% 50% 75% Max 

Connections Per Second (cps) 130 250 380 500 

HTTP response time per transaction (ms) 402 402 402 402 

 

4.1.2 

Throughput (Mbps) 25 50 75 100 

 
Test ID 440 byte packets - 11KByte response 25% 50% 75% Max 

Connections Per Second (cps) 125 250 375 500 

HTTP response time per transaction (ms) 401 401 401 401 

 

4.1.3 

Throughput (Mbps) 13 25 38 50 

 
Test ID 360 byte packets - 5KByte response 25% 50% 75% Max 

Connections Per Second (cps) 120 230 350 460 

HTTP response time per transaction (ms) 201 201 201 201 

 

4.1.4 

Throughput (Mbps) 6 11 16 22 

 
Test ID 285 byte packets - 2KByte response 25% 50% 75% Max 

Connections Per Second (cps) 120 230 350 460 

HTTP response time per transaction (ms) 201 201 201 201 

 

4.1.5 

Throughput (Mbps) 3 6 9 12 

 

Test 4.2 - NSS Home Page - No Images Loaded 

Test ID 440 byte packets - 11KByte response 25% 50% 75% Max 

Simulated users 120 240 360 480 

Transactions per second (tps) 120 240 360 480 

HTTP response time per URL/page (ms) 402/402 402/402 402/402 402/402 

 
 

4.2.1 

Throughput (Mbps) 12 24 36 48 

 

Test 4.3 - NSS Home Page - Plus 10 Associated Images Loaded 

Test ID 360 byte packets - 42KByte response 25% 50% 75% Max 

Simulated users 120 240 360 480 

Transactions per second (tps) 1320 2640 3960 5280 

HTTP response time per URL/page (ms) 402/1800 402/1800 402/1800 402/1800 

 
 

4.3.1 

Throughput (Mbps) 46 92 138 183 
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Test 4.4 - Maximum Open Connections 

Test ID Test Description Result 

4.4.1 Maximum simultaneous open TCP connections 10244 

 

Section 5 - Latency & User Response Times 
Network Load Test ID Test Description Packet 

Size 250Mbps 500Mbps 750Mbps 1Gbps 

256 94 85 N/A5 N/A5 

512 75 115 N/A5 N/A5 
 

5.1.1 

 
Average latency (! s) with no 
background traffic 

1024 90 95 N/A5 N/A5 

 

Section 6 - Stability & Reliability 
Test ID Test Description Result 

6.1.1 Blocking Under Extended Attack 100% 

6.1.2 Passing legitimate traffic under extended attack 100% 

6.1.3 ISIC/ESIC/TCPSIC/UDPSIC/ICMPSIC PASS 

 

Section 7 - Management Interface 
Test ID Test Description Result 

7.1.1 Open Ports 22,443 

7.1.2 ISIC/ESIC/TCPSIC/UDPSIC/ICMPSIC PASS 

 
Notes: 
1. Using session tracking (dynamic) or hard-code rules (static) 

2. Since only a single Web server is protected by each AssureLogic device, the banner 
returned is under the control of the administrator. 

3. No common exploit vulnerabilities are included. However, once the application has been 
configured the user is not allowed to access any non-specified pages directly - this 
prevented successful execution of all the common exploits we tried 

4. This is the default Apache configuration setting - due to incompatibility between Spirent 
Reflector and AssureLogic we were unable to run the open connections tests to verify 

5. The device dropped packets at this load level, thus accurate latency figures were not 
possible 

 


